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Why Cloud Causes Unforeseen Business Issues

Introduction:

As UK SMEs eagerly embrace Cloud computing to fuel their growth and innovation, and to deliver their
services, many discover that this technological panacea comes with its own set of unforeseen challenges.
The promise of scalability, cost-efficiency, and agility has lured businesses into the Cloud, but the reality of
operating in this environment proves to be more complex than anticipated. This paper examines the hidden
pitfalls that emerge once SMEs begin leveraging Cloud services in their core business operations.

Practicalities and Realities:

The allure of Cloud computing often obscures the practical challenges that arise during day-to-day
operations. One of the most troubling issues to emerge is the opaque nature of Cloud pricing. What initially
appears as a straightforward pay-as-you-go model quickly reveals itself to be a labyrinth of complex pricing
tiers, hidden charges, and unexpected cost dynamics.

As businesses scale their Cloud usage, they frequently encounter surprising spikes in expenses: data
transfer fees, storage costs, and API calls accumulate rapidly, catching finance teams off guard and
undermining budgets. The promise of cost savings can quickly evaporate as firms struggle to decipher their
monthly bills and understand future costs with any confidence.

Performance variability is another reality that catches many SMEs unawares. The shared nature of Cloud
infrastructure means that businesses may experience inconsistent performance due to "noisy neighbours" —
other tenants on the same hardware consuming disproportionate resources. This unpredictability can wreak
havoc on time-sensitive operations and customer-facing services.

The operational workload associated with Cloud management often comes as a shock to SMEs. Many
assume that moving to the Cloud will reduce IT burdens, only to find themselves grappling with a new set of
tasks: monitoring usage, anticipating issues before they become critical, optimising configurations,
maintaining security, and responding to incidents all require different skills from technology development.

This distraction from core focus can lead to an unforeseen dilemma: development teams find
themselves increasingly distracted by generic Cloud management tasks, pulling them away from their core
focus of building and improving the company's products. Worse, the skills and expertise are different and
experience of operating Cloud at scale is missing. The result is a subtle but significant drag on innovation
and competitiveness, and increased risks and vulnerabilities.

The pervasive skills shortage in the Cloud computing sector compounds these challenges. As demand

for Cloud expertise skyrockets, SMEs find themselves competing with larger enterprises for a limited pool
of talent. This scarcity drives up costs and can leave businesses struggling to find the expertise needed to
manage their Cloud environments effectively.
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Responsibilities:

Cloud computing brings with it fundamentally different governance structures that many SMEs are ill-
prepared to navigate. The concept of shared responsibility between the Cloud provider and the customer is
often misunderstood, leading to critical gaps in security and compliance.

SMEs frequently assume that their Cloud provider will handle all aspects of security, only to discover that
this is not the case. This misalignment can result in vulnerabilities that expose sensitive data or disrupt
operations. The complexity of Cloud security models requires a level of expertise that many small
businesses lack, leaving them exposed to risks they may not fully comprehend.

The international dimensions of Cloud computing introduce yet another layer of complexity. Data stored
in the Cloud may reside in multiple jurisdictions, each with its own regulatory requirements. SMEs operating
in regulated industries or handling personal data can find themselves inadvertently non-compliant with data
protection laws, risking hefty fines and reputational damage.

Control difficulties emerge as businesses realise that the Cloud's abstraction layers can obscure visibility
into underlying infrastructure. When performance issues arise, SMEs may struggle to diagnose and resolve
problems, feeling at the mercy of their Cloud provider's support teams. This loss of direct control can be
particularly jarring when service for customers is at stake.

Understanding Choices:

As Cloud computing moves from a mere technology in Development, to a critical business resource in
Operations, many SMEs find themselves with unexpected constraints and roadblocks caused by past ill-
informed decisions that turned out to have strategic implications. The complexity of Cloud offerings and the
rapid pace of innovation creates a shifting landscape that can overwhelm decision-makers, leading to
choices with difficult implications.

Technical familiarity often leads businesses down the path of least resistance. Having invested time and
resources in understanding one Cloud platform, teams may be reluctant to explore and learn alternatives,
even when system workloads might be better suited to be placed elsewhere. This cognitive lock-in can
result in suboptimal architectures, missed opportunities for improvements in costs and performance.

Vendor lock-in techniques employed by Cloud providers further complicate matters. Proprietary services,
unique APls, and data transfer fees can make it challenging and costly for businesses to switch providers
or repatriate their workloads. SMEs may find themselves unwittingly committed to a single ecosystem,
limiting their future flexibility to respond to changing needs and business imperatives.

The promise of infinite scalability in the Cloud often proves illusory in practice. While resources can be
provisioned rapidly, SMEs frequently discover that their systems are not actually designed to scale
seamlessly. Architectural limitations, database bottlenecks, the dynamics of costs at scale, all require
significant re-engineering efforts to fully leverage Cloud's elasticity and economics.

Flexibility constraints become apparent as businesses attempt to tailor Cloud services to their specific
needs. The standardised nature of many Cloud services means that customisation options may be limited,
forcing SMEs to adapt their processes to fit the Cloud rather than the other way around. This can lead to
compromises in functionality or efficiency that were not anticipated during development.

Past choices in Cloud adoption can create future roadblocks that are not apparent early on. As businesses
accumulate data and build dependencies on specific Cloud brands and services, the cost and complexity of
changing course increase dramatically. What begins as a tactical decision to use a particular Cloud feature

because it's easy to do so, can evolve into a strategic commitment that shapes the company's trajectory for
years to come.
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Summary:

The Cloud's promise of transformative benefits for SMEs is tempered by a host of unforeseen challenges
that emerge during operational use. From opaque pricing and performance variability to governance
complexities and strategic lock-in, businesses face a steep learning curve in harnessing the full potential of
Cloud.

The realities of Cloud often diverge from initial expectations, requiring SMEs to develop new competencies
and strategies. As Cloud becomes an integral part of business operations, decision-makers must navigate
a complex landscape of technical, security and governance, workload, financial, and strategic
considerations.

Ultimately, Cloud's impact extends far beyond the infrastructure required to run technology systems, with
implications that touch every aspect of how firms operate and compete. While the potential benefits remain
compelling, businesses must approach Cloud with eyes wide open to the hidden pitfalls that await them in
this new environment.

Flexiion:

¢ We are a pure-play infrastructure support service that's 24/7 and independent of branded providers

What you get with us that is too costly and impractical on your payroll:

o Skills and experience in all the major Cloud brands and technologies, 24/7

o Aflexible, scalable team to offload the generic workload that is necessary but diverts
resources and effort away from adding value

o Specialists in Cloud in Operations at scale, which rarely exists in dev teams and is
culturally different from what they do

CIOUdOpS delivering stability & resilience

Service examples:
Management of the Public Cloud accounts

NOC: 24x7x365 monitoring of the
infrastructure

Proactive support against any issues
identified through monitoring

Support for any additional issues via helpdesk

Update / upgrade / management of systems,
servers and system applications.

Regular audits of system settings / security to
ensure best practice.

Management of data backups
Commercial:
Support as a Service for predictability
Low cost entry point
Designed to be more economic than payroll

Scales with the infrastructure complexity

https://www.flexiion.com

CyberOps delivering vigilance & awareness

Service examples:
Endpoint detection & Protection
Al-based threat hunting & intelligence
Vulnerability scanning and menitoring

Domain Intelligence; including dark web,
imposter domain and SSL monitoring

Security audits; including user permissions,
network controls and configuration checks

Threat Remediation through CyberOps team
Commercial:

Support as a Service for predictability

Low cost entry point

Designed to be more economic than payroll

Scales with the infrastructure complexity

DEVOpS delivering change

Service examples:

Migration to Public Cloud — AWS, Azure,
Digital Ocean, etc

Conversion from AWS to AWS/Private
Hosting Hybrid setup

Migration of web app from Windows to Linux
environment

Build of Kubernetes cluster, including
deployment and customisation via Jenkins.

Containerising applications for deployment
from Development to Production

Cloud procurement

Commercial:
Highly flexible and scalable unlike payroll
Wider skillset than affordable on staff

Can be billed as: defined projects, a retained
service, or ad hoc
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